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Субструктурные системы типов



ADT

Новые типы обычно создаются с помощью двух операций sum или 
product. 



Rust



Rust by examples



Rust by examples



Rust by examples



Rust by examples



Rust by examples



Rust by examples: ownership



Rust by examples: mutability



Rust by examples: borrowing



Rust by examples: aliasing



Rust
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Rust vs C++

www-verimag.imag.fr/~mounier/Enseignement/Software_Security/19RustVsC.pdf

http://www-verimag.imag.fr/~mounier/Enseignement/Software_Security/19RustVsC.pdf


Rust vs C++

www-verimag.imag.fr/~mounier/Enseignement/Software_Security/19RustVsC.pdf

http://www-verimag.imag.fr/~mounier/Enseignement/Software_Security/19RustVsC.pdf


C++ buggy snippet

www-verimag.imag.fr/~mounier/Enseignement/Software_Security/19RustVsC.pdf

http://www-verimag.imag.fr/~mounier/Enseignement/Software_Security/19RustVsC.pdf
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Rust: unsoundness баги

Soundness is a type system concept (actually originating from the study of logics) and means that the 
type system is "correct" in the sense that well-typed programs actually have the desired properties. 
For Rust, this means well-typed programs cannot cause Undefined Behaviour. This promise only 
extends to safe code however; for unsafe code, it is up to the programmer to uphold this contract.

Accordingly, we say that a library (or an individual function) is sound if it is impossible for safe code to 
cause Undefined Behavior using its public API. Conversely, the library/function is unsound if safe code 
can cause Undefined Behavior.

github.com/rust-lang/unsafe-code-guidelines/blob/636d140ce9c74ffc4d1fc082bef0771f238f64c9/reference/src/
glossary.md#soundness-of-code--of-a-library

http://github.com/rust-lang/unsafe-code-guidelines/blob/636d140ce9c74ffc4d1fc082bef0771f238f64c9/reference/src/glossary.md#soundness-of-code--of-a-library
http://github.com/rust-lang/unsafe-code-guidelines/blob/636d140ce9c74ffc4d1fc082bef0771f238f64c9/reference/src/glossary.md#soundness-of-code--of-a-library


Rust: unsoundness баги



CTF: sandbox escape



CTF: hints
1. unsafe 

2. __libc_start_main 
#[no_mangle]
#[link_section=".text"]
pub static __libc_start_main : [u8; _] = [
  ...
];

3. Pin unsoundness (internals.rust-lang.org/t/unsoundness-in-pin/11311) 

4. Coherence bug (github.com/rust-lang/rust/issues/57893) 

5. Any other unsoundness bug from the Rust compiler repo

http://internals.rust-lang.org/t/unsoundness-in-pin/11311
http://github.com/rust-lang/rust/issues/57893

