Race condition B
BEO-NPUNOXKEHUAX

Cnacnbo KoHcTaHTuHY Nonosy 3a nomoLlb B nogrotoske!
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Ox1 WTF Race Condition



Ox1 WTF Race Condition

CBOMCTBO CUCTEMbI, NPW KOTOPOM €€ noBeAeHue 3aBUCUT OT
HEKOHTPOJIMPYEeMbIX BHELUHUX COObITUN



Ox1 WTF Race Condition

HeCcuHXpOHM3NPOBAaHHbLIN OOCTYN HECKOMNbKNX NapanneribHbiX NPOLIeCCOoB
K MepPeMEHHON, NPN KOTOPOM KakK MUHMMYM OAWH U3 NPOLIECCOB
OCYLLECTBNSAET 3anncb



0x1 WTF Race Condition - npnymnHbl

e Henpeackasyembln NOPSAOK HACTYNNEHUs (aToMapHbIX) COBbITUM

e [lapannensHoe BbINONHeHWe 6e3 NCNonb30BaHNSA HEOBXOAMMbIX NPUMUTUBOB CUHXPOHU3AL MK
e OauH 13 BO3MOXHbIX NOPAOKOB BbINOMTHEHUSA NPUBOAVUT K HeXernaTtenbHoMmy (wtf?) noBegeHuto
e OpHoOBpeMeHHOe B3anMOOencTBme ¢ o6WumMm pecypcamm (Kaknmmmn?)

e HapyweHvne uHBapmuaHToB (Wif?)



0x1 WTF Race Condition - Bnabl (B BEO-NpUNoXeHUax)™

Read - Check - Act (RCA/TOCTOU)

Yutaem, npoeepdem ycriosue, aenaem aencreme. Ha MOMEHT 4eNCTBUS UICTUHHOCTb yCnoBud MOXET UBSMEHUTBLCA.

1 ——| Read |—>QCheck}—>| Act |———

2 -—————- S -

Read - Update - Write (RUW)

Untaem, MEHHAEM, 3aMNNCbIBAEM 06paTHO. I'Iapanneanble YTeHUA BNOAT CTapoe COCTOAHUE, NapanieribHble 3annMcn TepaTCcA.

1 ——[ Read }—){UpdateH Write }-—

*https.//essay.utwente.nl/78020/1/Emous_van_MA_EEMCS.pdf



0x1 WTF Race Condition - obuwme pecypcsbl

+—O6tHas-RamMATo{obHasepemMeHHas
O61bekT B BJ]

o

e danne dC
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[ )



0x2 Npumepbl™

* [y6nuyHble penopTbl ¢ h1 (He mon)



0x2. Npumep: reverb.com

https://hackerone.com/reports/759247

Login
Buy a gift card
Redeem it multiple times in parallel

PROFIT: In my case | bought one gift card which was worth of 25$ and as we can see from the picture | was able to redeem it 7 times
which makes 25*7 = 1759%.

AHanornyHble npumMepbl:

https://hackerone.com/reports/927384 (Follow ogHOro v TOro e nonb3oBaTens HECKONbKO pas, every.org)

https://hackerone.com/reports/165570 (nony4eHne welcome-credit Heckonbko pas, slack)

https://blog.avuln.com/article/4 (roHka npu obmeHe code Ha access-TokeH, pa3nuyHblie OAuth 2.0-npoBaiaepsbl)

https://hackerone.com/reports/157996 (roHka Ha NPUMEHEeHWe KyrNoHOB)



https://hackerone.com/reports/927384
https://hackerone.com/reports/165570
https://blog.avuln.com/article/4
https://hackerone.com/reports/157996

0x2. MNpumep: reverb.com. Oxnagaembln cueHapum

USER Webapp Worker DB

+——POST /redeem/XXX—¥»1 ————GetVoucher(XXX)——>

XXX: valid
€
Value: $25

IncrBalance($25)———»
DeleteVoucher(XXX)——»

<«—200 OK

+——POST /redeem/XXX—>»
GetVoucher(XXX)——»

<«€«——404 Not Found < No such object




0x2. Npumep: reverb.com. HexxenatenbHoe nosegeHmne

USER Worker1 Worker2 DB

——POST /redeem/XXX—> GetVoucher(XXX)

\ 4

XXX: valid
Value: $25

A

POST /redeem/XXX

Y

GetVoucher(XXX)————»

XXX: valid
[ €—————
Value: $25

IncrBalance($25)
DeleteVoucher(XXX)

IncrBalance($25)————»
DeleteVoucher(XXX)————»

b L), £

<€<—200 OK

200 OK

A




0x2. INpumep 2: shopify

Ability to bypass partner email confirmation to take over any store given an employee email

e Vvictim@yvictim-shop.org - coTpyaHuk B marasmHe victim shop.

e attacker@attacker.org - napTHep shopify (nomoraet 6usHecam co3gaBaTtb
MarasmHbl UK yrnpaenaTb UMK).

e [lapTHepbl MOryT 3anpawmBaTb AOCTYN K MarasnHam 4epes cneunansHoe API.
Bnageneu marasnHa gormkeH noaTeBepamuThb.

e Ecnu email naptHepa coBnagaet ¢ NOYTOMN OOHOMO U3 CYLLECTBYOLLNX COTPYAHMKOB
MarasuHa, nogTeepxgeHne He TpebyeTcs.

e Ectb beHKLI,I/IFl CMeEHbI NMOoYThbI, AJ14 3aBepLUEeHUNA CMEHbl HY>XXHO nepe|7|T|/| MO CCblJ1KE
"3 NUCbMa.

https://hackerone.com/reports/300305



mailto:victim@victim-shop.org
mailto:attacker@attacker.org
https://hackerone.com/reports/300305

0x2. lNpumep 2: shopify - oxkmoaemoe rnosegeHme

Webapp Worker DB

POST /change-email i
‘to=attacker2@attacker.com

|_SetCurrentUnverifiedEmaily) ( \WRITE
(attacker2@attacker.com)

GenVerifyCode
== 0x123456

_SetCurrentVerifyCode_» WRITE
(0x123456)

I SendVerifyEmail
attacker2@attacker.com
il 0x123456

POST /verify-email
code=0x123456

_GetCurrentVerifyCode_, READ
[€------ 0x123456 ---------

> 0x123456 CHECK
== 0x123456
_GetCurrentUnverifiedEmaiI,

<€ - -attacker2@attacker.com- -

— SetCurrentEmail » | ACT
(attacker2@attacker.com) T




0x2. lNpumep 2: shopify - HeXXenaTenbHoOe NoBeaeHne

Worker 2 Worker 1 DB

— POST /change-email
to=attacker2@attacker.com i i
@ | | SetCurrentUnverifiedEmail |
(attacker2@attacker.com)

> GenVerifyCode
== 0x123456

SetCurrentVerifyCode »
(0x123456)

| R

— SendVerifyEmail

‘/anackerZ@auackencom
POST /change-email 0x123456

= to=victim@victim-shop org_ |

L 4 >

_SetCurremUnverifiedEmail,
(victim@yvictim-shop.org)

POST /verify-email
code=0x123456

P >
R sl GetCurrentVerifyCode,
R 0X123456 = -~ f-f-=--cmmmmem e
> 0x123456
== 0x123456
GetCurrentUnverifiedEmail >
€~ - - - mm e eee victim@victim-shop.org---------=-=---cocuuoo---
SetCurrentEmail >
(victim@victim-shop.org)
H GenVerifyCode
== 0x654321
i SetCurrentVerifyCode _y
(0x123456)

SendVerifyEmail
victim@victim-shop.org
0x654321

FEEEEE |



0x2. Npumep 3: Delivery club

Y meHs Ha cyemy 6birio 105 basnnos. 3anycmue 50 3anpocoe Ha nokyrnky moeapa (3a 100 6arnnoes) e 50 nomokos, s rnosyyusn 7
omeemos cepeepa 0 roKyrnke. Boiugpbiw om akcnnyamayuu ys3eumocmu cocmasus 600 6asnos.

Worker 1 DB

BuyWithPoints !

acct = DB.GetAccount(x)—|
l----- {user: x, points:105} - - - - -

if acct.points >= 100:
T acct.points -= 100
/ order.dispatch()

acct.save():
UPDATE users SET points=5]
WHERE userid=x

https://hackerone.com/reports/700833



https://hackerone.com/reports/700833

0x2. Npumep 3: Delivery club

Y meHs Ha cyemy 6birio 105 basnnos. 3anycmue 50 3anpocoe Ha nokyrnky moeapa (3a 100 6arnnoes) e 50 nomokos, s rnosyyusn 7
omeemos cepeepa 0 roKyrnke. Boiugpbiw om akcnnyamayuu ys3eumocmu cocmasus 600 6asnos.

Worker 1 DB Worker 2

BuyWithPoints

»

BuyWithPoints
acct = DB.GetAccount(x)—|
- T T m— l€—acct = DB.Get'Account(x)
\if acctpoints >=100: | [ 7 {050 X pehe e~ > \if acct.points >= 100:
acct.points -= 100 acct.points -= 100
/ order.dispatch() / order.dispatch()
acct.save(): N
[~ UPDATE users SET points=5 g
WHERE userid=x REchsaely

“CUPDATE users SET points=5__|
WHERE userid=x

https://hackerone.com/reports/700833



https://hackerone.com/reports/700833

0x3 lNouck n akcnnyartauua



0x3 Nonck roHoK - TUMNYHbIE CLEHapuUn

e OOGbeKTbl “0AHOPA30BOro NPUMEHEHNA” - KYMOHbI, Pa3oBble CCbISKN,
OLHOpa30BbLIe KoAabl;

CyeTunkm (B TOM 4uncre aHTMbpyTdopc);

e Onepauunn c banaHcom (OeHbrM Unu nodbon pacxogyemMbl/NOMNOSTHAEMbIN
pecypc - 6annbl, BOHYCbI);

e [lonbiTka HaApPyLWUTb MHBAPWUAHTbLI YHUKANbHOCTHU, CYLLECTBOBaAHNS,
€OWUHCTBEHHOCTW;

e [lencTtBusi co crioxHom nornkon (korga 3a ognH HTTP-3anpoc npoucxoaut
MHOro aToMapHbIX AeUCTBUN) - UMMNOPT/3arpy3ka n3 anna, kackagHbole
yaaneHus, 6aty-4encTeus n T.0.

e [lencTtBus, KOTOpble 3aTparnBaloT HECKOMNBLKO PasnmnyHbIX TUMOB OOBHLEKTOB.



0x3 lNouck roHoK - meToauka?

e HopmanbHOM MeToaUKM NOMCKa FOHOK He cyLllecTByeT (HU blackbox,
HK whitebox);

e Het cnocoba fokasaTtb, YTO Hekast PYHKLMOHArTIbHOCTb HE COAEPXKUT
FOHOK,;

e bBOnNbLWMHCTBO FOHOK TPYAHO UM HEBO3MOXHO 3KCMNyaTnpoBaTb,
OaxKe eCnuv OHU ecCTb;

e Pelualollee 3HaYeHNe NMeET MHTYULNS N XopoLuee obulee
NMOHMMaHWe TOro, Kak paboTaeT NpUoXeHue.



0x3 lNownck roHok - black-box metoaunka (kind of)

1.

U3yuyaem npunoxeHue - nnatopma, pyHKUNOHANBHOCTb, BUAbI
OOBbEKTOB;

Boigensem pyHKUNM N 06BbEKTLI, KOTOPbIE MOTYT BbITb
MCNonb30BaHbl NSl FOHOK, hopMynupyem npeanonoXUTeSbHbIN
cueHapum;

Bbigensem sanpocbl UNKU UX NocreaoBaTeribHOCTU, KOTOPbIE
Yy4acCTBYIOT B CLEHapuu;

[lenaem MHOro 3anpocoB napansernbHo;

OueHnBaem pesynbrar.



0x3 lNMpo b, ORM n TpaH3akuuu

e Ha npaktuke B 9 n3 10 cny4yaeB 0ObEKT rOHKM - 3TO 00bEKT B b/,
e Bo03MOXHOCTb FOHOK Ha 06bekTbl B B[l 3aBUCUT OT TOro,

O ... KaK Mogenb AaHHbIX oTobpaxaeTtcsa Ha cTpykTypy BM;

O ... Kakue mHCTpyMeHTbl B[] 1 kak ncnonb3yet Baw kopg (TpaH3akumu, select for update, lock
row, aToMapHble onepaumn);

O ... Kakue rapaHTuu npegoctasnser cama bl (ypoBeHb U30MSUNnN®) - C TOYKM 3pEHNS 3aLLNTbI
OT FOHOK MUHMManbHO HeEOBXo4MMbIM ABNSETCH ypoBeHb repeatable reads;

O ... UCMOMb3YeT JIN KO KaKyl-TO AOMNOSTHUTENBLHY CUHXPOHU3aLUMo, NoMumMmo cpencts b.

e lcnonb3oBaHne HopmarnbHbIXx ORM npaBunbHLIM 00pPa3oM B COMETAHUN C
HopManbHou HacTporkon CYB[ kak npasuno obecnevunsaet
HEBO3MOXHOCTb rOHOK Ha YpOBHE oaHOM cywHocTu b/,

e Ecnun peyb 0 HECKOMNBbKNX CBA3AaHHbIX CYLLIHOCTSIX pa3HOro Tuna, BCe
CTaHOBUTCA CYLLLECTBEHHO CIIOXXHee 1 Bce 0bbl4HO 3abuBaloT.

* https://en.wikipedia.org/wiki/lsolation (database systems)#lsolation levels



https://en.wikipedia.org/wiki/Isolation_(database_systems)#Isolation_levels

0x3 JkcnnyaTtayms - BbINOIHEHME 3aNpPOCOoB

Ham MOTYT I'IOTpe6OBaTbCF| asa npuMnTUBa.

1. CpenaTtb TakK, YToObl 06paboTka 3anpoCcoB X, Y, Z NPOU30LLIa Kak MOXHO
bonee oaHOBPEMEHHO (BapuaHT - C HEKOW KakK MOXHO 6oriee KOHCTaHTHOM
OTHOCUTESNTbHOW 3a4€PXKKON);

2. Cpenatb Tak, YTOObl HECKOMBbKO 3anpOCOB BbIMOMTHUIINCL OAMH 3a APYrnM, U
MeXay HAMKW He rnonanu Obl apyrue;



0x03 Jkcnnyarauuns - BbINMOSIHEHME 3aMNpOCOoB

e OOHOBPEMEHHOE BbIMOSTHEHUE:! noJib3yemMcqd 1emM, HTO 3alnpocC He 6y,qu

obpaboTtaH, noka He byoeT BeECb NPOYNTAH:
o B N NOTOKOB nocbinaem Bce 6anTbl HY>XHbIX 3anpoCcoB, KPOME NOCNEaHEro;
O [Jocbinaem 0gHOBPEMEHHO nocrneagHun 6anT Bo BCEX 3anpocax.

o  Tynsbl: turbo intruder (nnarnH ana Burp Suite), racepwn, sat-exprATHaAHFOHE
e [locnenosarensHoe BbinosiHeHne: HTTP keep-alive (HeckonbKo 3anpocoBs B

ogHom TCP-coeanHeHun)



https://portswigger.net/research/turbo-intruder-embracing-the-billion-request-attack
https://habr.com/ru/post/460339/

H=1m
« I
=11l
« N1



https://docs.google.com/file/d/1Y7P_PhMO1_QtkB2vnur_pXiTRUxtC2Kn/preview

0x3 JkcnnyaTtauns - yBenmiMBaem LLaHCHI

3amensigaemM BbINMOSIHEHME KOHKPETHOrO 3arnpoca (NpumMmep:
deflate-6omba B PNG);

3amennsieM BbIMOSTHEHUE BCEro NPUIIOXEHUA B LENOM
(3arpy>xaem basy angentamn);

N3beraem HeHYXXHbIX OITOKMPOBOK, UCMOMb3ysa OTAENbHbIE
ceccuu;

Nwem braronpussTHoe CETEBOE PachnofoXeHNE;
TecTupyem B npaBuibHOE BpeMs (B Yac NUK Unm HaobopoT
HOYbIO).



Ox4 Demo

https://github.com/computestdev/CompuRacer/tree/master/TestWebAppVouchers/app



Ox5 Bonus: client-side race



0x5 Client-Side Race

e EcTb client-side yassnmocTs - CSRF, XSS, Hebe3onacHbIN
postMessage®;

e OKHO BO3MOXHOCTEW MO 3KCnnyaTayumMm orpaHUYEeHo TeM,
HaCKONbKO ObICTPO BLIMOSTHUTCA AENCTBME B Bpaysepe
Nnofb30BaTeris;

e 3I10YMbILLNEHHUKY B KOHTEKCTE jS-CKPUIMTA, BbINOMHSAOLWEroCs B
Bbpaysepe nonb3oBaTtesns B cCOCeHEN BKITaaKe, HY>XXHO BbIUrpaTb
FOHKY.

* postMessage race - cm https://hackerone.com/reports/381356



0x5 Client-Side Race: npumep

example.com
browser page Webapp
User : I
opens example.com m GET/ 5 E
HTTP 200 OK
< Set-Cookie: SESSID=123"""
. Clicks "Forgot password" > POST /forgot
Enters email Cookie: SESSID=123 > ., Send recovery code
mail=victim@gmail.com " to victim@gmail.com
Ny
Clicks link from email — POST /recover
» | | —Cookie: SESSID=123 ¥ check_code()
code'=0)§EMAIL_CO'D 3 sessio_n.caniresetipass =True
&mail=victim@gmail.com y Y P

Enters new password

v

POST /saveNewPassword
—Cookie: SESSID=123 »
password=victim_pass ... victim.set_pass(victim_pass)

* session.invalidate()




