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dopmart cepuanusauum PHP

» boolean « NULL
b: ; N; // NULL
b:1; // True :
b:0; // False ° Strlng
. s:<length>:" ;
* INnteger 5:6:" "; // "HACKER"
E :
115 /)1
3; /] -3 * array
a:<length>:
« double a:2:
d- , /[ array("key1" => "valuel", "key2" => "value2");

d: : [/ 1.23456



[Tpumep - o6bABIEHUE Klacca

» fFoobar.php <7php

class Foobar{
private $state = 'Inactive';
public function set_state($state) {
$this—>state = $state;
s

public function get _state() {
return $this—>state;
}



[Tpumep - o6bABIEHUE Klacca

» fFoobar.php <7php

. O6baBeHue Knacca Foobar class Foobari

private $state = 'Inactive’;

public function set_state($state) {
$this—>state = $state;
I3

public function get _state() {
return $this—>state;
}



[Tpumep - o6bABIEHUE Klacca

» fFoobar.php <7php

. O6baBeHue Knacca Foobar class Foobari

 [IpocTON Knacc ¢ ogHUM private $state = 'Inactive';

rnosiemMm state public function set_state($state) {
$this—>state = $state;
}

public function get _state() {
return $this—>state;
}



[MTpnmep - serialize()

 serialize.php <?php require('./Foobar.php');

$object = new Foobar();
$object->set_state('Active');

¢data = serialize($object);

echo $data;



[MTpnmep - serialize()

 serialize.php <?php require('./Foobar.php');

« CospnaHne obbekTa Kriacca Foobar $object = new Foobar();
$object->set _state('Active');

¢data = serialize($object);

echo $data;



[MTpumep - serialize()

 serialize.php <?php require('./Foobar.php');

- CoszpgaHne obbekTa Knacca Foobar $object = new Foobar();

$object->set_state('Active');
o BanaHune 3Ha4YeHus rnosis

¢data = serialize($object);

echo $data;



[Tpnmep - serialize()

serialize.php <?php require('./Foobar.php');

Co3pgaHune obbekTa Kriacca Foobar $object = new Foobar();

$object->set_state('Active');
3anaHune 3Ha4YeHud rnoJsid

¢data = serialize($object):
Cepunanunsaumnsa obbeKTa

echo $data;



[Tpnmep - serialize()

serialize.php <?php require('./Foobar.php');

Co3pgaHune obbekTa Kriacca Foobar $object = new Foobar();

$object—->set _state('Active');
3anaHune 3Ha4YeHud rnoJsid

¢data = serialize($object);

Cepunanunsaumnsa obbeKTa

BbiBOg cepnann3oBaHHOro 3Ha4YeHuA



®opmaTt cepuanusaumm PHP - 06beKTbl

0:6:" "1:{s:13:" ".5:6:" "1

O:<class_name_length>:" ":<number_of properties>:{



®opmaTt cepuanusaumm PHP - 06beKTbl

[0:6:"Foobar'}1:{s:13:" ';5:6:" "

O:<class_name_length>:" ":<number_of properties>:{

¢ 0:6:"

« Ob01BbeKT, onnHa umeHun 6, Foobar



®opmaTt cepuanusaumm PHP - 06beKTbl

0:6:" "{8:13:" ".5:0:" ".1
O:<class_name_length>:" ":<number_of properties>:{
o 0:6:11 ]|

« OO6beKT, onnHa nmeHn 6, Foobar
¢

« VYV obbekTa ogHo none



®opmaTt cepuanusaumm PHP - 06beKTbl

0:6:"Foobar":1:4s:13:"Foobarstate":s:6:"Active"}}

O:<class_name_length>:"<class name>":<number_of_properties>:{<properties>};

e 0:6:"Foobar"

« Ob01BbeKT, onnHa umeHun 6, Foobar

o
« VYV obbekTa ogHo none

e 5:13:"Foobarstate":s:6:"Active":

« [lonAa obbekTa; state co 3HayeHunem Active



®opmaTt cepuanusaumm PHP - 06beKTbl

0:6:" "1:{s:13:" ".5:0:" ".1
O:<class_name_length>:" ":<number_of properties>:{
o 0:6:11 ]|

« O6beKT, oHa nmenmn 6, Foobar
o

« VYV obbekTa ogHo none

- s{13:"Foobarstate’}s:6:"Active’;

« [lonAa obbekTa; state co 3HayeHunem Active



PHP Object Injection

. PHP Object Injection (POI) class E?Xt{f Cdata) 4
public function _ _construct ata
NPONCXOOUT, Korga AaHHble OT sthis—>data = $data:
nosib3oBaTesiA nonagaroT B 1
unserialize() I3

$objectl = newText('SEC20');
$_COOKIE['text'] = serialize($objectl);
6:“FooBar 3:“XS5S

$object2 = unserialize($ COOKIE['text']l):
echo $object2—>data;



PHP Object Injection

. PHP Object Injection (POI) class E?X’C{f Cdata) 4
public function _ _construct ata
NPOVUCXOONT, KOraa AaHHbIe OT sthis—>data = 4data:
nonb3oBaTena nonagatwT B !
unserialize() }

« ATaKyroLmm MOXXET BHEAPATh $objectl = newText('SEC20');
PON3BOJIbHBIE AaHHBIE, $_COOKIE['text'] = serialize($objectl);

MPOnN3BOJILHOIO TUMNa
6:“FooBar 3:“XSS

$object2 = unserialize($ COOKIE['text']l):
echo $object2—>data;



PHP Object Injection

- PHP Object Injection (POI) class Textd |
NPOVNCXOAUT, KOFOA AaHHbIE OT public function _ _construct($data) {

$this—>data = %$data;
nosib3oBaTesiA nonagaroT B 1
unserialize() I3

« ATaKyroLmm MOXXET BHEAPATh $objectl = newText('SEC20');
PON3BOJIbHBIE AaHHBIE, $_COOKIE['text'] = serialize($objectl);

MPOU3BOJIbHOIo THMa

» KDUTUYHOCTb Yrpo3bl 3@aBUCUT OT 6:"FooBar 3:7X55

AasibHenLLIero ncroJsib30BaHus $object2 = unserialize($ COOKIE['text']);
OaHHbIX echo $object2—>data;



Marndyeckue metoabl

« 15 MeToOo0B cneunanbHOro class TempFile {

Ha3HAYeHUA, Ha4YMHaKLWKMECA C public _ destruct() {

unlink($this—>file);
- Hanpumep _ construct(), }

__destruct(), _toString(), }

__wakeup(), __isset()

8:“TempFile file 9:"“.htaccess
« HekoTOpble Marn4yeckm metTogbl

BbI3bIBAIOTCA aBTOMATUYEeCKM npy $object2 = unserialize($ COOKIE['text'])
necepvannsaummn



Marndyeckue metoabl

class TempFile {

« 15 MmeToOoOB cneunanbHOro public  destruct() {

Ha3Ha4yeHnA, HaYynHaLwmeca c unlink($this—>file);
}
» Hanpumep construct(), 1
_ destruct(), __toString(),
_Wakeup(), _iSSGt() 8:“TempFile file 9:“,htaccess
« HekoTopble marn4eckn meTobl $object2 = unserialize($_COOKIE[‘text’])

BbI3bIBAOTCA NPU OonpeneneHHbIX

CcoObITNAX if(isset($object2)) A



Property Oriented Programming

class TempFile{

- Marnyeckne metoabl - public function _ destruct() {
HayaslbHble rag>xeThbl \ $this—>shutdown():;
» OHM MOryT BbI3biBaTb OpYyrme public function shutdown() {
MeTonb! (ramKeTbi) ¢this—>handle->close():
s
« Mbl KOHTpPONMpPYEM BCe NonA ;
00BbeKTa class Process{
public function close() {
system('kill ' . $this—>pid);
s



Property Oriented Programming

class TempFileq >
- Marnyeckne metoabl - public function _ destruct() {
HayaslbHble rag>xeThbl \ $this—>shutdown():;
» OHM MOryT BbI3biBaTb OpYyrme public function shutdown() {
¢this—>handle->close():
MeToabl (rag)XeTbl
eToabl (rapKeThbl) \
« Mbl KOHTpPONMpPYEM BCe NonA ;
oObeKkTa class Process{
o . public function close() A
O:8:"TempkFile”:0:1}; system('kill ' . $this—>pid):
}



Property Oriented Programming

class TempFileq >
- Marnyeckne metoabl - public function _ destruct() {
Ha4YasibHble raa)XeThl \ $this—>shutdown(); \b
» OHM MOryT BbI3biBaTb OpYyrme public function shutdown() {
¢this—>handle->close():
MeToabl (rag)XeTbl
eToabl (rapKeThbl) \
« Mbl KOHTpPONMpPYEM BCe NonA ;
oObeKkTa class Process{
o . public function close() A
O:8:"TempkFile”:0:1}; system('kill ' . $this—>pid):
}



Property Oriented Programming

class TempFileq .:::::>
- Marnyeckne metoabl - public function _ destruct() {
Ha4YasibHble raa)XeThl \ $this—>shutdown(); 5
» OHM MOryT BbI3biBaTb OpYyrme public function shutdown() {

$this—>handle->close();

MeToabl (rag>keTbl)

! ' Process object
« Mbl KOHTpPONMpPYEM BCe NonA

O0bekTa class Processq{

o N public function close() A
O:8:"TempFile”:1:{ system('kill ' . $this—>pid);:

s:5:”handle”:O:7:“Process”:0:{}; } }

};



Property Oriented Programming

class TempFileq .:::::>
- Marnyeckne metoabl - public function _ destruct() {
Ha4YasibHble raa)XeThl \ $this—>shutdown(); 5
» OHM MOryT BbI3biBaTb OpYyrme public function shutdown() {

$this—>handle->close();

MeToabl (rag>keTbl)

! ' Process object
« Mbl KOHTpPONMpPYEM BCe NonA

O0bekTa class Processq{

o N public function close() A
O:8:"TempFile”:1:{ system('kill ' . $this—>pid);:

s:5:”handle”:O:7:“Process”:0:{}; } }

};



Property Oriented Programming

class TempFileq .:::::>
- Marnyeckne metoabl - public function _ destruct() {
Ha4YasibHble raa)XeThl \ $this—>shutdown(); 5
» OHM MOryT BbI3biBaTb OpYyrme public function shutdown() {

$this—>handle->close();

MeToabl (rag>keTbl)

! ' Process object
« Mbl KOHTpPONMpPYEM BCe NonA

oObeKkTa class Process{

Q. T public function close() A
O:8:"TempFile”:1:1 system('kill ' . $this—>pid);:

s:5:“handle”;O:7:"Process”:1:{ } }

s:3:"pid”;s:10:“;touch pwn” };



Property Oriented Programming

class TempFileq .:::::>
- Marnyeckne metoabl - public function _ destruct() {
Ha4YasibHble raa)XeThl \ $this—>shutdown(); \b
» OHM MOryT BbI3biBaTb OpYyrme public function shutdown() {

$this—->handle->close();

MeToabl (rag>keTbl)

! ' Process object
« Mbl KOHTpPONMpPYEM BCe NonA

obbeKTa class Process{
Q. T public function close() A
O:8:"TempFile”:1:1 system('kill ' . $this->pid);:
s:5:"handle”;0:7:"Process”:1:{ b .
} kill ; touch pwn

s:3:"pid”;s:10:“;touch pwn” };



