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3aragka! Ckonbko “ownbok” B koae?

int f£d;

char *buffer;

int flags = O WRONLY|O APPEND|O CREAT;

1f ((fd = open(“data.log”, flags, 0666)) == 0) exit(l);

buffer = malloc (u32size + 1);
read (0, buffer, u32size);

write (fd, buffer, u32size);

Ha pasmbiwnenune naérca 30 cekyHn @
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Ou4eHb npocTon paszep

dd if=/dev/urandom of=input.sample bs=1 count=1024
cat input.sample | /usr/bin/prog

/usr/bin/prog —-f input.sample



CTpaTe ’Mn co3gaHnA daHHbIX

e reHepauus

e MyTaLUs



void check fuzz(char *data, size t size)
{
if (datal[0] == ‘F')
if (datal[l] == ‘U")
if (datal[2] == ‘z2")
if (datal[3] == ‘z2")
__builtin trap();



push rbp

mov rbp, rsp
cmp [rdi], ‘E'
Je checkl

cmp [rdi+l1], ‘U’
Je check?2




AFL

push rbp

cmp [rdi],
Je checkl

mov rbp, rsp

\FI

cmp [rdi+l],
Je check?2

\UI

1f

(data[l]

\UI )



AFL

push rbp

mov rbp, rsp
cmp [rdi], ‘E'
Je checkl

cmp [rdi+2], ‘2’

je check3

cmp [rdi+l],
Je check?2

\UI

cmp [rdi+3],
je passed

\ZI




AFL

call mark block call mark block
push rbp cmp [rdi+2], ‘z’
mov rbp, rsp je check3

cmp [rdi], ‘E’
je checkl

call mark_block
cmp [rdi+3], ‘2’

call mark block ,
— je passed

cmp [rdi+1l], ‘U’
je check?2




AAAA
'

call mark block
push rbp

mov rbp, rsp
cmp [rdi], ‘F’
Jje checkl

call mark block
cmp [rdi+2], ‘2’
je check3

cmp

call mark block
[rdi+1],
Jje check?2

call mark block
cmp [rdi+3], ‘2’
Je passed




DAAA
'

call mark block
push rbp

mov rbp, rsp
cmp [rdi], ‘F’
Jje checkl

call mark block
cmp [rdi+2], ‘2’
je check3

cmp

call mark block
[rdi+1],
Jje check?2

call mark block
cmp [rdi+3], ‘2’
Je passed




FAAA
'

call mark block
push rbp

mov rbp, rsp
cmp [rdi], ‘F’
Jje checkl

call mark block
cmp [rdi+2], ‘2’
je check3

call mark_block

call mark block
cmp [rdi+l1], ‘U’
Jje check?2

cmp

[rdi+3],
Je passed




FUAA
'

call mark block
push rbp

mov rbp, rsp
cmp [rdi], ‘F’
Jje checkl

call mark block
[rdi+2],
je check3

cmp

\ZI

call mark_block

call mark block
cmp [rdi+l1], ‘U’
Jje check?2

cmp

[rdi+3], ‘Z’

Je passed




FUZA
'

call mark block
push rbp

mov rbp, rsp
cmp [rdi], ‘F’
Jje checkl

call mark_block
[rdi+2],
je check3

cmp

\ZI

call mark_block

call mark block
cmp [rdi+l1], ‘U’
Jje check?2

cmp

[rdi+3], ‘Z’

Je passed




FUZZ
'

call mark block
push rbp

mov rbp, rsp
cmp [rdi], ‘E’
Jje checkl

call mark_block
[rdi+2],
je check3

cmp

\ZI

call mark_block

call mark block
cmp [rdi+l1], ‘U’
Jje check?2

cmp

[rdi+3], ‘Z’

je passed
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Ctagun kKoMNUNAUUK nNpaka, KoTopbI Tbl cnvucan

PasmeyeHbl Ha
0a3oBble ONoKu

[lobaBum “cBon’
NHCTPYKUUM Nepea
Ka)Oon MEeTKoM

Kog Ha C/C++

l

Kog Ha C/C++
(HO HemHoro gpyron)

v

IR

!

Accembnep

l

Ob6bekTHble dhannbl

l

BuHapHuk

bonblie nHgopmaumu:

AFL/afl-as.c



void check fuzz ()

push rbp

cmp [rdi],
je checkl

mov rbp, rsp

\F/

void check buzz ()

push rbp

mov rbp, rsp
cmp [rdi], ‘B’
je checkl

cmp [rdi+l],
Je check?2

\UI




MEM SIZE = (1 << 16)

2a 00 00 00 00 00

05 39 00 17 le 00

A )

shared mem[cl * prev location]++;
prev location = cl;

00 00 00 00 00 00

00 00 00 00 lc 57

A—-B—-C—->D-—->E===AB BC CD DE
A—-B—-D-—->C—->E===AB BD DC CE

Bonblie: AFL/docs/technical_details.txt



MEM SIZE = (1 << 16)

|
*LVL uP- —>| 01 00 00 00 00 00

2a 00 00 00 00 00

05 39 00 17 le 00

A )

shared mem[cl * prev location]++;
prev location = cl;

00 00 00 00 00 00

00 00 00 00 lc 57

A—-B—-C—->D-—->E===AB BC CD DE
A—-B—-D-—->C—->E===AB BD DC CE

Bonblie: AFL/docs/technical_details.txt



Ll:

push rbp
mov rbp, rsp
Xor esi, esi

A

shared mem[cl prev location]++;

prev location = cl;
ﬁi mov al, [rdi+rsi]
gﬁ test al, al
eee inc rsi
Jjne L1




Ll:

push rbp
mov rbp, rsp
Xor esi, esi

A

shared mem[cl prev location]++;

prev location = cl >> 1;
ﬁi mov al, [rdi+rsi]
gﬁ test al, al
eee inc rsi
Jjne L1




l

NHnumanmnsaumus
|

v

MyTupoBaTb JaHHbIe

l

[MporHaTb HOBblE
AaHHble Yyepes
nporpammy

A 4

CobpaTtb nokpbITHE

MyTb
“NHTEpPECHBbIN"?

v

HobaBunTb B KOpNyc




A KakK... MyTMpoBaTb? /

A Kak onpenenuTb
NHTEPECHBIN NN NYyTb?

\

l

NHnumanmnsaumus
|

v

MyTupoBaTb JaHHbIe

l

[MporHaTb HOBbLIE
AaHHble Yyepes
nporpammy

A 4

CobpaTtb nokpbITHE

MyTb
“NHTEpPECHBbIN"?

[lepecos3gaBaTb nn
npouecc 3aHOBO
KaXkabl LMKnN?

v

HobaBunTb B KOpNyc




The tool can be thought of as a
collection of hacks that have
been tested in practice, found to
be surprisingly effective...

— Michal Zalewski (lcamtuf)




Ecnun 910 paboTaeT, To 31O paboTaer

TunuyHble MmyTauunm:

e bitflip
byte flip
known integer
arithmetic operations
test case splicing
erase bytes
dictionary mutations

https://lcamtuf.blogspot.com/2014/08/binarv-fuzzing—strategies—what-works.html




Ecnun 910 paboTaeT, To 31O paboTaer

HTepecCHbIN N NyTh:

HOBOE pPebpo MNOKPbITO — UHTEPECHO!
OTCIIEXNBAEM LMKIbI

9BPUCTUKM

NnMUTaLMA OTXUra



AFL

cnonb3yeT HOBbIW NpoLecc
Ha KaXKablX 3anyckK

He kpawunTcs, ecnu ecTtb
YyTEYKM NaMATH

HopmanbHO paboTaeT, ecnu
nporpamMmbl BbIXOAUT MO
exit (0)

libFuzzer

In-memory dassep

YcKopeHue 3a CHET 0gHOro
npouecca

TpaccupoBKa KOHCTaHT

[TOCTOSAHHO yny4waeTcd




YnyJlleHus

void check fuzzy(char *data, size t size)
{

if (strstr(data, “FUZZY DOESNT KNOW”))
builltin trap();



YnyJlleHus

void check fuzzy(char *data, size t size)

{
if (strstr(data, “FUZZY DOESNT KNOW”))

builltin trap();

char *strstr (const char *h, const char *n)

{
add to dict(n);
return orig strstr(h, n);



YnyJlleHus

void check fuzzy(char *data, size t size, uint3Z t y)

{
uint32 t x = *(uint32 t *)data;

if (x == vy) |
builltin trap();



YnyJlleHus

void check fuzzy(char *data, size t size, uint3Z t y)

{
uint32 t x = *(uint32 t *)data;

trace cmp (x);
__trace cmp(y);

1t (x == y) |
builltin trap();

https://github.com/llvm-mirror/compiler—-rt/blob/master/test/fuzzer/AbsNegAndConstant64Test.cpp




Tyn3abl!

int f£d;

char *buffer;

int flags = O WRONLY|O APPEND|O CREAT;

1f ((fd = open(“data.log”, flags, 0666)) == 0) exit(l);

buffer = malloc (u32size + 1);

N\

Kak oOHapyXuTb Takyro onoKy?



Tyn3abl!

int f£d;

char *buffer;

int flags = O WRONLY|O APPEND|O CREAT;

1f ((fd = open(“data.log”, flags, 0666)) == 0) exit(l);
check int overflow (u3Zsize, 1);

buffer = malloc (u32size + 1);\\\\

Bkomnunum nposepky! (UBSAN)



Tyn3abl!

char *buffer = malloc(strlen(s)):;

strcpy (buffer, s);

N\

Kak obHapyXunTb nepenosiHeHne?



Tynabl!

char *buffer = malloc(strlen(s)):;

strcpy (buffer, s);

MEMORY _PAGE

MEMORY _PAGE

MEMORY _PAGE




Tynabl!

char *buffer = malloc(strlen(s)):;

strcpy (buffer, s);

RW —

GUARD PAGE

MEMORY _PAGE

GUARD PAGE




Tynabl!

char *buffer = malloc(strlen(s)):;

strcpy (buffer, s);

RW —

GUARD PAGE

GUARD PAGE




Tyn3bl™!

char *buffer = malloc(strlen(s)):;

strcpy (buffer, s);

SEGFAULT!

RW —

GUARD PAGE

* 310 Ansa 6egHsKoB,
Address Sanitizer -- ana mactepos..

GUARD PAGE




[aBaunte noass3nm yxe 4To-HMOYyOb!



Flpo YTO Mbl ceroaHd He NoroBopumIin

e Qas3uHr CTPYKTYPUPOBAHHbIX OAHHbIX

e dasz3nHr Npy NOMOLLN CHIMLLOTOB NaMATH

e da33nHr ceTeBbIX MPUNOXKEHUN

e Kak napannenutb dpa33uHr

e [lepoynnukauunsa Kkpawieu

e bunHapHasga nHcTpymeHTauus u dassnHr 6e3 ncx. koga
e [lnHamunyeckass MIHCTPyMeHTauus

e (COHOp NOKpbITMS B NporpamMmme ¢ Tpegamm



MH0oOEe3 3TO HE (TOSMBbKO) KaBbIYKK

[na Toro, 4ToObI Ny4we da33nTb HY>KHO pa3dupaTbes B:
e KoMmMunaTopax

® OrnepaumoHHbIX CUCTEMAX

e pacrnpegeneHHbIX cucTemax

e [rapannenuame

e anroputMax (M yYMEeTb NX XOPOLLO NMporpamMmmmpoBaTh)

® HUN3KOYPOBHEBbLIE TEXHOJTIOTUA



HacTtpoit Ha da33nHr 99% @

e llcxooHUKM dpassepoB — NyYLMU UCTOYHUK 3HAHNN O HUX
e [lokymeHTauna AFL — kpyTo

e @a33ep xopoLl, ecriv OH HaWeén dar

e “[OHKa BoOOpYyXeHUU”

e CTpumbl gamozolabs



